Introduction {#Sec1}
============

The Elliptic Curve Digital Signature Algorithm (ECDSA) \[[@CR13]\], first proposed in 1992 by Scott Vanstone \[[@CR26]\], is a standard public key signature protocol widely deployed. ECDSA is used in the latest library TLS 1.3, email standard OpenPGP and smart cards. It is also implemented in the library OpenSSL, and can be found in cryptocurrencies such as Bitcoin, Ethereum and Ripple. It benefits from a high security based on the hardness of the elliptic curve discrete logarithm problem and a fast signing algorithm due to its small key size. Hence, it is recognized as a standard signature algorithm by institutes such as ISO since 1998, ANSI since 1999, and IEEE and NIST since 2000.

The ECDSA signing algorithm requires scalar multiplications of a point *P* on an elliptic curve by an ephemeral key *k*. Since this operation is time-consuming and often the most time-consuming part of the protocol, it is necessary to use an efficient algorithm. The Non Adjacent Form (NAF) and its windowed variant (wNAF) were introduced as an alternative to the binary representation of the nonce *k* to reduce the execution time of the scalar multiplication. Indeed, the NAF representation does not allow two non-zero digits to be consecutive, thus reducing the Hamming weight of the representation of the scalar. This improves on the time of execution as the latter is dependent on the number of non-zero digits. The wNAF representation is present in implementations such as in Bitcoin, as well as in the libraries Cryptlib, BouncyCastle and Apple's Common-Crypto. Moreover, until very recently (May 2019), wNAF was present in all three branches of OpenSSL.

However, implementing the scalar multiplication using wNAF representation and no added layer of security makes the protocol vulnerable to side-channel attacks. Side-channel attacks were first introduced about two decades ago by Kocher et al. \[[@CR14]\], and have since been used to break many implementations, and in particular some cryptographic primitives such as AES, RSA, and ECDSA. They allow to recover secret information throughout observable leakage. In our case, this leakage corresponds to differences in the execution time of a part of the signing algorithm, observable by monitoring the cache.

For ECDSA, cache side-channel attacks such as [Flush&Reload]{.smallcaps} \[[@CR28], [@CR29]\] have been used to recover information about either the sequence of operations used to execute the scalar multiplication, or for example in \[[@CR8]\] the modular inversion. For the scalar multiplication, these operations are either a multiplication or an addition depending on the bits of *k*. This information is usually referred to as a double-and-add chain or the trace of *k*. A trace is created when a signature is produced by ECDSA and thus we talk about signatures and traces in an equivalent sense. At this point, we ask how many traces need to be collected to successfully recover the secret key. Indeed, from an attacker's perspective, the least traces necessary, the more efficient the attack is. This quantity depends on how much information can be extracted from a single trace and how combining information of multiple traces is used to recover the key. We work on the latter to minimize the number of traces needed.

The nature of the information obtained from the side channel attack allows to determine what kind of method should be carried out to recover the secret key. Attacks on ECDSA are inspired by attacks on a similar cryptosystem, DSA. In 2001, Howgrave-Graham and Smart \[[@CR12]\] showed how knowing partial information of the nonce *k* in DSA can lead to a full secret key recovery. Later, Nguyen and Shparlinski \[[@CR19]\] gave a polynomial time algorithm that recovers the secret key in ECDSA as soon as some consecutive bits of the ephemeral key are known. They showed that using the information leaked by the side channel attack, one can recover the secret key by constructing an instance of the Hidden Number Problem (HNP) \[[@CR4]\]. The basic structure of the attack algorithm is to construct a lattice which contains the knowledge of consecutive bits of the epheremal keys, and by solving CVP or SVP, to recover the secret key. This type of attack has been done in \[[@CR3], [@CR8], [@CR26], [@CR28]\]. However, these results considered perfect traces, but obtaining traces without any misreadings is very rare. In 2018, Dall et al. \[[@CR6]\] included an error-resilience analysis to their attack: they showed that key recovery with HNP is still possible even in the presence of erroneous traces.

In 2016, Fan, Wang and Cheng \[[@CR7]\] used another lattice-based method to attack ECDSA: the Extended Hidden Number Problem (EHNP) \[[@CR11]\]. EHNP mostly differs from HNP by the nature of the information given as input. Indeed, the information required to construct an instance of EHNP is not sequences of consecutive bits, but the positions of the non-zero coefficients in any representation of some integers. This model, which we consider in this article as well, is relevant when describing information coming from [Flush&Reload]{.smallcaps} or [Prime&Probe]{.smallcaps} attacks for example, the latter giving a more generic scenario with no shared data between the attacker and the victim. In \[[@CR7]\], the authors are able to extract 105.8 bits of information per signature on average, and thus require in theory only 3 signatures to recover a 256-bit secret key. In practice, they were able to recover the secret key using 4 error-free traces.

In order to optimize an attack on ECDSA various aspects should be considered. By minimizing the number of signatures required in the lattice construction, one minimizes the number of traces needed to be collected during the side-channel attack. Moreover, reducing the time of the lattice part of the attack, and improving the probability of success of key recovery allows to reduce the overall time of the attack. In this paper, we improve on all three of these aspects. Furthermore, we propose the first error-resilience analysis for EHNP and show that key recovery is still possible with erroneous traces too.

***Contributions:*** In this work, we reinvestigate the attack against ECDSA with wNAF representation for the scalar multiplication using EHNP. We focus on the lattice part of the attack, *i.e.*, the exploitation of the information gathered by the side-channel attack. We first assume we obtain a set of error-free traces from a side-channel analysis. We preselect some of these traces to optimize the attack. The main idea of the lattice part is then to use the ECDSA equation and the knowledge gained from the selected traces to construct a set of modular equations which include the secret key as an unknown. These modular equations are then incorporated into a lattice basis similar to the one given in \[[@CR7]\], and a short vector in it will contain the necessary information to reconstruct the secret key. We call "experiment" one run of this algorithm. An experiment succeeds if the algorithm recovers the secret key.

*A New Preprocessing Method.* The idea of selecting good traces beforehand has already been explored in \[[@CR27]\]. The authors suggest three rules to select traces that improve the attack on the lattice part. Given a certain (large) amount of traces available, the lattice is usually built with a much smaller subset of these traces. Trying to identify beforehand the traces that would result in a better attack is a clever option. The aim of our new preprocessing---that completely differs from \[[@CR27]\]---is to regulate the size of the coefficients in the lattice, and this results in a better lattice reduction time. For instance, with 3 signatures, we were able to reduce the total time of the attack by a factor of 7.

*Analyzing the Attack.* Several parameters intervene while building and reducing the lattice. We analyze the performance of the attack with respect to these parameters and present the best parameters that optimize either the total time or the probability of success.

First, we focus on the attack time. Note that when talking about the overall time of the attack, we consider the average time of a single experiment multiplied by the number of trials necessary to recover the secret key. We compare[1](#Fn1){ref-type="fn"} our times with the numbers reported in \[[@CR7], Table 3\] with method C. Indeed, methods *A* and *B* in \[[@CR7]\] use extra information that comes from choices in the implementation which we choose to ignore as we want our analysis to remain as general as possible. The comparison is justified as we consider the same leakage model, and compare timings when running experiments on similar machines. For 4 signatures, our attack is slightly slower[2](#Fn2){ref-type="fn"} than timings in \[[@CR7]\]. However, when considering more than 4 signatures, our attack is faster. We experiment up to 8 signatures to further improve our overall time. In this case, our attack runs at best in 2 min and 25 s. Timings for 8 signatures are not reported in \[[@CR7]\], and the case of 3 signatures was never reached before our work. In Table [1](#Tab1){ref-type="table"}, we compare our times with the fastest times reported by \[[@CR7]\]. We choose their fastest times but concerning our results we choose to report experiments which are faster (not the fastest) with, if possible, better probability than theirs.Table 1.Comparing attack times with \[[@CR7]\], for 5000 experiments.Number of signaturesOur attack\[[@CR7]\]TimeSuccess ($\documentclass[12pt]{minimal}
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The overall time of the attack is also dependent on the success probability of key recovery. From Table [2](#Tab2){ref-type="table"}, one can see that our success probability is higher than \[[@CR7]\], except for 7 signatures. They have $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$68\%$$\end{document}$ of success with their best parameters whereas we only reach $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$45\%$$\end{document}$ in this case.
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*Finding the Key with Only Three Signatures.* Overall, combining a new preprocessing method, a modified lattice construction and a careful choice of parameters allows us to mount an attack which works in practice with only 3 signatures. However, the probability of success in this case is very low. We were able to recover the secret key only once with BKZ-35 over 5000 experiments. This result is difficult to quantify as a probability but we note that finding the key a single time over 5000 experiments is still much better than randomly finding a 256-bit integer. If we assume the probability is around $\documentclass[12pt]{minimal}
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*Resilience to Errors.* We also investigate the resilience to errors of our attack. Such an analysis has not yet been done in the setup of EHNP. It is important to underline that collecting traces without any errors using any side-channel attack is very hard. Previous works used perfect traces to mount the lattice attack. Thus, it required collecting more traces. As pointed out in \[[@CR7]\], more or less twice as many signatures are needed if errors are considered. In practice, this led \[[@CR7]\] to gather in average 8 signatures to be able to find the key with 4 perfect traces. We experimentally show that we are still able to recover the secret key even in the presence of faulty traces. In particular, we find the key using only 4 faulty traces, but with a very low probability of success. As the percentage of incorrect digits in the trace grows, the probability of success decreases and thus more signatures are required to successfully recover the secret key. For instance, if $\documentclass[12pt]{minimal}
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                \begin{document}$$2\%$$\end{document}$ of the digits are wrong among all the digits of a given set of traces, it is still possible to recover the key with 6 signatures. This result is valid if errors are uniformly distributed over the digits. However, we have a better probability to recover the key if errors consist in 0-digit faulty readings, *i.e.*, 0 digits read as non-zero. In other words, the attack could work with a higher percentage of errors, around $\documentclass[12pt]{minimal}
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***Organization:*** Sect. [2](#Sec2){ref-type="sec"} gives background on ECDSA and the wNAF representation. In Sect. [3](#Sec6){ref-type="sec"}, we explain how to transform EHNP into a lattice problem. We explicit the lattice basis and analyze the length of the short vectors found in the reduced basis. In Sect. [4](#Sec10){ref-type="sec"}, we introduce our preprocessing method which allows us to reduce the overall time of our attack. In Sect. [5](#Sec13){ref-type="sec"}, we give experimental results. Finally, in Sect. [6](#Sec14){ref-type="sec"}, we give an error resilience analysis.

Preliminaries {#Sec2}
=============

Elliptic Curves Digital Signature Algorithm {#Sec3}
-------------------------------------------

The ECDSA algorithm is a variant of the Digital Signature Algorithm, DSA, \[[@CR17]\] which uses elliptic curves instead of finite fields. The parameters used in ECDSA are an elliptic curve *E* over a finite field, a generator *G* of prime order *q* and a hash function *H*. The private key is an integer $\documentclass[12pt]{minimal}
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We consider a 128-bit level of security. Hence $\documentclass[12pt]{minimal}
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WNAF Representation {#Sec4}
-------------------

The ECDSA algorithm requires the computation of \[*k*\]*G*, a scalar multiplication. In \[[@CR10]\], various methods to compute fast exponentiation are presented. One family of such methods is called window methods and comes from NAF representation. Indeed, the NAF representation does not allow two non-zero digits to be consecutive, thus reducing the Hamming weight of the representation of the scalar. The basic idea of a window method is to consider chunks of *w* bits in the representation of the scalar *k*, compute powers in the window bit by bit, square *w* times and then multiply by the power in the next window. The window methods can be combined with the NAF representation of *k*. For any $\documentclass[12pt]{minimal}
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The NAF representation can be combined with a sliding window method to further improve the execution time. For instance, in OpenSSL (up to the latest versions using wNAF 1.1.1b), the window size usually chosen was $\documentclass[12pt]{minimal}
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Attacking ECDSA Using Lattices {#Sec6}
==============================

Using some side-channel attack, one can recover information about the wNAF representation of the nonce *k*. In particular, it allows us to know the positions of the non-zero coefficients in the representation of *k*. However, the value of these coefficients are unknown. This information can be used in the setup of the Extended Hidden Number Problem (EHNP) to recover the secret key. For many messages *m*, we use ECDSA to produce signatures (*r*, *s*) and each run of the signing algorithm produces a nonce *k*. We assume we have the corresponding trace of the nonce, that is, the equivalent of the double-and-add chain of *kG* using wNAF. The goal of the attack is to recover the secret $\documentclass[12pt]{minimal}
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Using EHNP to Attack ECDSA {#Sec8}
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Constructing the Lattice {#Sec9}
------------------------

Before giving the lattice basis construction, we redefine Eq. ([4](#Equ4){ref-type=""}) to reduce the number of unknown variables in the system. This will allow us to construct a lattice of smaller dimension. Again, we use the same notations as in \[[@CR7]\].
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Improving the Lattice Attack {#Sec10}
============================

Reducing the Lattice Dimension: The Merging Technique {#Sec11}
-----------------------------------------------------

In \[[@CR7]\], the authors present another way to further reduce the lattice dimension, which they call the merging technique. It aims at reducing the lattice dimension by reducing the number of non-zero digits of *k*. The lattice dimension depends on the value $\documentclass[12pt]{minimal}
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A useful example of the merging technique is given in \[[@CR7]\]. From 3 to 8 signatures the approximate dimension of the lattices using the elimination and merging techniques are the following: 80, 110, 135, 160, 190 and 215. Each new lattice dimension is roughly $\documentclass[12pt]{minimal}
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Preprocessing the Traces {#Sec12}
------------------------

The two main pieces of information we can extract and use in our attack are first the number of non-zero digits in the wNAF representation of the nonce *k*, denoted $\documentclass[12pt]{minimal}
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Performance Analysis {#Sec13}
====================

*Traces from the Real World.* We work with the elliptic curve $\documentclass[12pt]{minimal}
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To the best of our knowledge, the only information we can recover are the positions of the non-zero digits. We are not able to determine the sign or the value of the digits in the wNAF representation. In \[[@CR7]\], the authors exploit the fact that the length of the binary string of *k* is fixed in implementations such as OpenSSL, and thus more information can be recovered by comparing this length to the length of the double-and-add chain. In particular, they were able to recover the MSB of *k*, and in some cases the sign of the second MSB. We do not consider this extra information as we want our analysis to remain general.

We report calculations ran on error-free traces where we evaluate the total time necessary to recover the secret key and the probability of success of the attack. Our experiments have two possible outputs: either we reconstruct the secret key $\documentclass[12pt]{minimal}
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                \begin{document}$$\alpha $$\end{document}$ and thus consider the experiment a success, or we do not recover the secret key, and the experiment fails. In order to compute the success probability and the average time of one reduction, we run 5000 experiments for some specific sets of parameters using either Sage's default BKZ implementation \[[@CR25]\] or a more recent implementation of the latest sieving strategies, the General Sieve Kernel (G6K) \[[@CR1]\]. The experiments were ran using the cluster Grid'5000 on a single core of an Intel Xeon Gold 6130. The total time is the average time of a single reduction multiplied by the number of trials necessary to recover the key. The number of trials necessary to recover the secret key corresponds the number of experiments ran until we have a success for a given set of parameters. For a fixed number of signatures, we either optimize the total time or the success probability. We report numbers in Tables [3](#Tab3){ref-type="table"}, [4](#Tab4){ref-type="table"} when using BKZ.[4](#Fn4){ref-type="fn"} Table 3.Fastest key recovery with respect to the number of signatures.Number of signaturesTotal timeParametersProbability of success ($\documentclass[12pt]{minimal}
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*Comments on G6K:* We do not report the full experiments ran with G6K since using this implementation does not lead to the fastest total time of our attack: around 2 min using 8 signatures for BKZ and at best 5 min for G6K.

However, G6K allows to reduce lattices with much higher block-sizes than BKZ. For comparable probabilities of success, G6K is faster. Considering the highest probability achieved, on one hand, BKZ-35 leads to a probability of success of $\documentclass[12pt]{minimal}
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                \begin{document}$$45 \%$$\end{document}$, and a single reduction takes 133 min. On the other hand, to reach around the same probability of success with G6K, we increase the block-size to 80, and a single reduction is only around 45 min on average. This is an improvement by a factor of 3 in the reduction time.
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*Analyzing the Effect of Preprocessing.* We analyze the influence of our preprocessing method on the attack time. We fix BKZ block-size to 25. The effect of preprocessing is influenced by the bitsize of $\documentclass[12pt]{minimal}
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The effect of preprocessing is difficult to predict since its behavior varies depending on the parameters, having both positive and negative effects. On the one hand, we reduce the size of all the coefficients in the lattice, thus reducing the reduction time. On the other hand, we generate more potential small vectors[5](#Fn5){ref-type="fn"} with norms smaller than the norm of *w*. For this reason, the probability of success of the attack decreases since the vector *w* is more likely to be a linear combination of vectors already in the reduced basis. For example, with 7 signatures we find in average *w* to be the third or fourth vector in the reduced basis without preprocessing, whereas with $\documentclass[12pt]{minimal}
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                \begin{document}$$\varDelta \approx 2^3$$\end{document}$ and use no preprocessing. We plot the results in Fig. [3](#Fig3){ref-type="fig"} for 6 and 7 signatures. For other values of *u*, the plot is very similar and we omit them in Fig. [3](#Fig3){ref-type="fig"}. Without any surprise, we see that as we increase the block-size, the probability of success increases, however the reduction time increases significantly as well. This explains the results shown in Table [3](#Tab3){ref-type="table"} and Table [4](#Tab4){ref-type="table"}: to reach the best probability of success one needs to increase the block-size in BKZ (we did not try any block-size greater than 40), but to get the fastest key recovery attack, the block-size is chosen between 20 and 25, except for 3 signatures where the probability of success is too low with these parameters.Fig. 3.Analyzing the number of trials to recover the secret key and the reduction time of the lattice as a function of the block-size of BKZ. We consider the cases where $\documentclass[12pt]{minimal}
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Error Resilience Analysis {#Sec14}
=========================

It is not unexpected to have errors in the traces collected during side-channel attacks. Obtaining error-free traces requires some amount of work on the signal processing side. Prior to \[[@CR6]\], the presence of errors in traces was either ignored or preprocessing was done on the traces until an error-free sample was found, see \[[@CR2], [@CR9]\]. In \[[@CR6]\], it is shown the lattice attack still successfully recovers the secret key even when traces contain errors. An error in the setup given in \[[@CR6]\] corresponds to an incorrect bound on the size of the values being collected. In our setup, a trace without errors corresponds to a trace where every single coefficient in the wNAF representation of *k* has been identified correctly as either non-zero or not. The probability of having an error in our setup is thus much higher. Side-channel attacks without any errors are very rare. Both \[[@CR21]\] and \[[@CR6]\] give some analysis of the attacks [Flush&Reload]{.smallcaps} and [Prime&Probe]{.smallcaps} in real life scenarios.

In \[[@CR7]\], the results presented in the paper assume the [Flush&Reload]{.smallcaps} is implemented perfectly, without any error. In particular, to obtain 4 perfect traces and be able to run their experiment and find the key, one would need to have in average 8 traces from [Flush&Reload]{.smallcaps} -- the probability to conduct to a perfect reading of the traces being 56% as pointed out in \[[@CR21]\]. In our work, we show that it is possible to recover the secret key using only 4, even erroneous, traces. However, the probability of success is very low.

Recall that an error in our case corresponds to a flipped digit in the trace of *k*. Table [5](#Tab5){ref-type="table"} shows the attack success probability in the presence of errors. We ran used BKZ-25 and $\documentclass[12pt]{minimal}
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                \begin{document}$$\ll 1$$\end{document}$ when the attack succeeded less than five times over 5000 experiments, thus making it difficult to evaluate the probability of success.Table 5.Error analysis using BKZ-25, $\documentclass[12pt]{minimal}
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The attack works up to a resilience to $\documentclass[12pt]{minimal}
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*Different Types of Errors.* There exists two possible types of errors. In the first case, a coefficient which is zero is evaluated as a non-zero coefficient. In theory, this only adds a new variable to the system, *i.e.*, the number $\documentclass[12pt]{minimal}
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                \begin{document}$$\ell $$\end{document}$ of non-zero coefficients is overestimated. This does not affect the probability of success much. Indeed, we just have an overly-constrained system. We can see in Fig. [4](#Fig4){ref-type="fig"} that the probability of success of the attack indeed decreases slowly as we add errors of this form. With errors only of this form, we were able to recover the secret key up to nearly $\documentclass[12pt]{minimal}
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                \begin{document}$$u=6$$\end{document}$, using BKZ-35). The other type of errors consists of a non-zero coefficients which is misread as a zero coefficient. In this case, we lose information necessary for the key recovery and thus this type of error affects the probability of success far more importantly as can also be seen in Fig. [4](#Fig4){ref-type="fig"}. In this setup, we were not able to recover the secret key when more than 3 errors of this type appear in the set of traces considered.Fig. 4.Probability of success for key recovery with various types of errors when using $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$u=8$$\end{document}$, BKZ-25, $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varDelta \approx 2^3$$\end{document}$, and no preprocessing.

*Strategy.* If the signal processing method is hesitant between a non-zero digit or 0, we would recommend to favor putting a non-zero instead of 0 to increase the chance of having an error of type $\documentclass[12pt]{minimal}
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                \begin{document}$$0\rightarrow $$\end{document}$ non-zero, for which the attack is a lot more tolerant.

Conclusion and countermeasures {#Sec15}
==============================

In the last decades, most implementations of ECDSA have been the target of microarchitectural attacks, and thus existing implementations have either been replaced by more robust algorithms, or layers of security have been added.

For example, one way of minimizing leakage from the scalar multiplication is to use the Montgomery ladder scalar-by-point multiplication \[[@CR16]\], much more resilient to side-channel attacks due to the regularity of the operations. However, this does not entirely remove the risk of leakage \[[@CR28]\]. Additional countermeasures are necessary.

When looking at common countermeasures, many implementations use blinding or masking techniques \[[@CR20]\], for example in BouncyCastle implementation of ECDSA. The former consists in blinding the data before doing any operations, and masking techniques randomize all the data-dependent operations by applying random transformations, thus making any leakage inexploitable.

However, it is important to keep in mind these lattices attacks as they can be applied at any level of an implementation that leaks the correct information.

In order to have a fair comparison with our methodology, the times reported in \[[@CR7]\] with which we compare ourselves have to be multiplied by the number of trials necessary for their attack succeed, thus increasing their total time by a lot. Using 5 signatures, their best total time would be around 15 h instead of 18 min.

For 4 signatures, no times are reported without method *A*. Thus, we have no other choice than to compare our times with theirs, using *A*. Yet their time for 4 signatures without *A* should at least be the time they report with it.

In practice, measurements done during the cache attack depend on the noise in the execution environment, the threat model and the target leaky implementation. For instance, [Flush&Reload]{.smallcaps} ran from another core would be noisy. [Prime&Probe]{.smallcaps} would give the same information, with a more generic scenario. In an SGX scenario, it would recover the largest amount of information but in a user/user threat model it would be too noisy to lead to practical key recovery.

In \[[@CR7]\], the authors use an Intel Core i7-3770 CPU running at 3.40 GHz on a single core. In order for the time comparison to be meaningful, we ran experiments with a machine of comparable performance to estimate the timings of a single reduction. As we obtained similar timings with an older machine than used in \[[@CR7]\], the variations we find when comparing ourselves to them solely come from the lattice construction and the reduction algorithm being used rather than hardware differences.

In the sense of vectors exhibited in ([7](#Equ7){ref-type=""}).
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